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ABSTRACT-

We present a framework for managing system securétged on a SNMP Management Information Base (MiBjnely
the System Security MIB (SSEC MIB), We have defimednaged objects and completed the ASN.1 desaripgtiche
MIB that embeds them. The related security managerfunctions are mainly focused on monitoring endé script
execution for system security scanning and acaassat. The main goal of this work is to introdute semantics and a
standard interface that will allow the realizatiohspecific system security management functiomefprendently of the

underlying architecture.

Our definitions pertaim multi-user; multi-tasking operating systems tlapport TCP/IP

communications and a prototype of the SSEC MIBuarder development for UNIX system. The proposedagament
framework follows the manager agent paradigm: aantgs installed on every system connected to tawvork,
communicating with one or more central managersudiin a management protocol. We have tried noteawvily rely on
polling for the manager-agent interaction by usasgnuch as possible asynchronous notification nmésims and allowing
some limited delegated functionality for the ag@aheduling and handling of local scripts). Thenager scans the agents
for security information, sets specific parametéps monitoring and script execution and receivegnakronous
notifications on specific events, whereas the agaaintains a MIB that provides the system-indepanhdeterface
semantics, executes scripts for security scannprgforms monitoring & logging and generates thenakyonous

notification PDUs.
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1. INTRODUCTION

As data networks grow in size and complexity and the

weaknesses. We propose a management framework for
system security, based on the SNMPv2 protocol i8] &n
agent with enhanced functionality, that integratge the
conventional network management scheme. SNMP (and

number of networked nodes increases, the need for SNMPV2) has been designed as a network management

integrated system and network management architesctu

protocol, but it has been proven to be able to land

becomes more intense. Modern computer systems aresystem (Host Resources MIB [4, 7]) and protocol RFT

potential targets for a wide variety of securityets,
especially when thesystems areconnected to a data
communications network (being connected to theriete
seems to be the worst case scenario as far astgdsur
concerned). Efficient system and network adminiigtna
has always been a difficult task consuming largewants
of specialized man power. If the extra complexitfy o
managing security is added to that, large netwarks

MIB [1]) management. Further, our work has been
inspired by the concept of an intelligent agent] [aid

aims to add intelligence and functionality to thgeiat
level and even delegate that higher level functipnf]

that is usually installed at the manager. The psedo
architecture achieves system security managememtgh

the enhancement of the agent with system management
functions. These functions are accessible by theager

computer systems may prove unmanageable via thethrough an interface that relies more on asynchusno

conventional monitoring and remote configuratiool$o
In addition, the process of remote administratiorotagh
insecure protocols (likdelnetfor example) widely used
by system administrators, introduces additionaluggc

notification than polling. Agent-to-Manager
communication is achieved through a special SNMPv2
MIB module that we defined, the system security§S¥%
MIB. The SNMPv2 protocol provides an acceptableslev
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of security at the transport of management infoiomat
between the agent and the manager.

Management Framework Overview - General
Architecture

The proposed management framework follows the
manager/agent paradigm: an agent is installed amyev
system connected to the network, communicating ot

or more managers through a management protocol. We
have tried not to heavily rely on polling for theanager-
agent interaction by using as much as possible
asynchronous notification and allowing some limited
delegated functionality for the agent. The managans
the agents for security information, sets specific
parameters for monitoring and script execution and
receives asynchronous notifications on specificnisje
whereas the agent maintains a MIB that provides the
system-independent interface semantics, executgstssc
for security scanning, performs monitoring procedur
logging and generates the asynchronous notification
PDUs. Figure 1 presents an overview of the mangger(
agent interaction. A modified SNMPv2 agent mairgain
the SSEC MIB and controls the execution of external
scripts. Through these external scripts the agerforms
system security scanning or provides a first reactn
specific events before the manager is notified. ifThe
execution is driven by the parameters which theagan
sets through specific SSEC MIB objects and theipotis
handled by the agent. The manager(s) sets parameter
(access control, external script execution, moimtpr
event and notification parameters) and accessesudts

of the agent functions through the SSEC MIB: bylipgl

or by receiving asynchronous notifications.

1
Manager/  synchronous External
Management jg——— | Script
Application
Polled D{ sNMP v2
Agent
—
SSEC
) > MIB
Polling request |

(Fig.1 Management framework )

The proposed management framework is presented in
three levels
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1.1 Low level management functions

These are the functions performed by the agent that
maintains the SSEC MIB. The agent driven by the
parameters (set by the manager through MIB var&ble
performs monitoring & control and stores the result
back to the SSEC MIB.

1.2 Data representation

The MIB structure and the respective ASN.1 desioript
define the communication semantics between thetagen
and the manager entities.

1.3 High level management functions

These are functions performed by the manager using
data retrieved from the SSEC MIB. The manager sets
the parameters of the low level functions throupé t
SSEC MIB. Feedback is granted to the manager either
by asynchronous notification or by polling.

2. LOW LEVEL
FUNCTIONS (AGENT)

MANAGEMENT

The management functions supported by the agent are
focused on: monitoring, external script executiord a
access control.

Monitoring

The agent supports monitoring of network connestjion
user access to the system ( logins), execution of
processes (specific programs) and system messHges.
agent provides two types of monitoring services:

2.1 Access and System Monitoring

The manager may request from the agent to trigger
predefined actions on the occurrence of eventtése
four categories (network connections, user logins,
execution of processes, system messages). Actions
include logging the event, sending a notificationttie
manager, executing an external script or perfornaimg
combination of the three.

2.2 System Usage Monitoring

The manager may request (or poll) the current stafu
system usage at any time. The agent sends to the
manager information on logged users, running jobs
and/or network connections at the time of the retjue
This information is updated on demand and not on a
periodical basis, i.e. when the manager attemptsdd
them.
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(Fig.2 Structure of Monitor process)

A considerable part of the SSEC MIB objects is
associated with monitoring. The monitor objects
(System Monitor group) are used to define the
parameters of specific procedures executed by the
Monitor process. The Event objects (Event group)
define the reaction of the agent to the activatadn
monitored events. An event object may be linked to
Log, Notification, or External Script objects for
activating when triggered the desired actions (logg
asynchronous notification, external script exeautio
The Log objects (Log group) provide a MIB interfaoe
the logs maintained by the agent. Log objects are
created by triggered events and stored in locais fil
(physically) and MIB tables (conceptually). The
External Script objects (ExternalScript group) defthe
parameters that govern the execution of exterrrgbtsc
and their interaction with the agent and they are
described in detail below. When events are linked t
such objects, an external script will be executadao
triggered event, aiming to initiating a system soaro
provide an initial reaction before notifying the mager.
Figure 3 presents the associations between thg¢setab
Arrows point from the object that is triggered teet
object that is activated as a result. A two way
association exists between Event and External Scrip
objects, i.e. a triggered event may result in ittevation

of a script which in turn will trigger another evemhen
executed. Circular linking (link an event to a ptri
object that is linked back to it) is rejected by thgent
when the manager configures the Event and External
Script parameters.
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(Fig .3 Monitor Procegs

The Monitor, Event, Log, Notification and External
Script objects implement the Access System Momitpri
services. The System Usage Monitoring services are
supported by the UsersAndJobs and SystemStatus
groups, whose objects offer the interface to real-time
logged users / running jobs monitoring.

2.3 External Script Execution

The agent supports a limited delegated functionaiit
allowing the execution of external scripts. Scripre
transferred manually to the agent site (by ftp, N&S.)

but the execution parameters are set by the manager
through the External Script objects and the exeout
handled by the agent locally ( Figure 4). Everyexal
Script object contains the script local filenambe t
interval for periodical execution of the scriptqavalue
denotes a single execution - when triggered by an
event), an associated event (may be a null poiatet)a
last output field (octet string). The agent exesutee
script every “ interval’'seconds (if interval > 0) or when

a linked event is triggered.

Proces
1

Script Last Event
Interval
Path Output
\
SSEC MIB

Central

External script
Database

PRy R

A 4

External

Agent

script P

(Fig. 4 Structure of agent)

Note that the SSEC agent does not support anydiind
scripting language; scripts are handled like exkern
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black boxes and the agent does not perform any
processing on their execution results other thagitg

and notifying the manager. The manager is respknsib
for decision-making driven by the received inforioat

3. ACCESS CONTROL

In addition to access monitoring, the agent suppibre
definition and enforcement of system access réistnis.

The manager may define restrictions on specific
services (defined by port number) for certain usassr
groups or network nodes through the SSEC MIB access
control objects (SystemConnRestrict group).

|
L Server

SSEC MIB
Access
Control object

A 4

Control
Process | Agent
< Process
Monitor
Proces

(Fig 5 System Access control)

Access control is performed by a Control processoin
operation with the agent Monitor process which is
responsible for system monitoring. Driven by the
parameters set through the SSEC MIB objects and the
status information maintained by the Monitor, the
Control process enforces the restrictions (Figyrd bis

is, of course, an outline design since details Vil
heavily dependent on the underlying operating syste

3.1 Data Representation

The SSEC MIB is designed in conformance to the
SNMPv2 SMI [ 2] and consists of 11 groups organized
in 28 tables containing more than 120 objects talto
The System Info, SystemStatus, System Accounts and
System Groups are mainly informative groups.
However, information from the Account Entry and
Group Entry groups are used by the manager imgetti
the parameters of system monitoring procedures and
access restriction mechanisms. The External Scripty
maintains the parameters that control the execution
external scripts, the SystemMonitor group maintaives
parameters for monitoring, whereas the UsersAndJobs
group presents an MIB interface to the monitorirfig o
system usage (logged in users and running jobs3. Th
Event, Log and Trap groups implement the monitqgring
logging and notification functionality of the SSBGB,
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respectively. Finally, the SystemConnRestrict group
supports the definition of the system access ctistnis.

3.2 A brief description of the 11 groups follows:
i) System Info group

This group maintains general information on thdeys
including the host-name, ip addresses of all iatar$
(pointers to the MIB Il entries), aliases, etc. also
provides information on the networked file systems
(mounted and exported file systems).

i) System Status group

It maintains information on all current network
connections of the system. This group contains
descriptive objects for every active connectionpkeg
track of the network service in use (name of servic
known: e.g. ftp, telnet, etc.), the initiation timthe
remote and local address and the associated ports (
udp/tcp port).

iii) System Accounts group

This group maintains all the user profiles in ald¢ab
(AccountTablg like the login name, the user ID, last
login time, including a subsequent failed login ctau.

In the initial design, centralised account mainterea
protocols, like the UNIX yellow pages (YP) or tregdst
NIS+ framework are ignored, e.g. YP account
information is duplicated in the SSEC MIB of every
system and failed logins are handled locallyl. He t
UNIX specific prototype which is currently under
development, we have added the obje8ysfeminfo
group) that identifies the host as a YP server & Y
client. It will be possible to allow account mainéace
though theSystemAccounigoup, by adding, removing
or modifying AccountTable Entryobjects in the
AccountTableof the YP server MIB. We have not
allowed this in the initial design, mainly for seity
reasons.

iv) System Groups group

It maintains all the group information and asstwsahe
groups to the users. All the UNIX groups of theteys
are included, but also additional groups may bénddf
without updating system files. The main goal ofsthi
group is informative and to provide the means for
grouping accounts when defining monitor procedures
and access restriction policies.

v) External Script group

This group maintains a table with information for
executing external scripts. Each entry in the table
defines the execution of an external script andaiog a
textual description, the time interval between exiens

(0 for non periodical scripts) , an activation flaan
external script path, a field for last executionpat and
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an associated event (pointer to tB®ent group or
NULL).

vi) System Monitor group

Monitoring procedure parameters are set by the gana

in the form of table entries in this group. The gyo
maintains tables for monitoring procedures of nekwo
connections, user logins, repeated failed loging an
system messages. Each table entry includes an
associated event (pointer to tl®ent group) that is
triggered by a monitored connection, user login,
repeated failed login or system message.

vii) Event group

All the SSEC MIB events are defined as table esiire
this group. All active events (an activation flagkept in
the table) are associated with a log entry, a tiap,
scanning procedure or any combination of the thfee.
associated elements are activated when the event is
triggered, i.e. an event may result in a combimatid
the following:

(a) logging the event to a table of the Log group,

(b) sending a trap to the manager,

(c) activating an external script (which in turn is
associated with an event in the table).

This is mainly for preserving a UNIX-independent
nature. However, since nearly all modern networked,
multi-user operating systems support similar prot®c
we intend to extend theSystemAccountgroup to

support centralized account maintenance
viii) Log group

Maintains the logs in the form of tables. Log esgrare
table entries with time stamps and informative
attributes. 4 tables (Network Connections, Usegins,
External Scripts, System Messages).

ix) Trap group
Contains all the SSEC MIB trap definitions.
x) Users and Jobs group

Maintains all the active jobs and connected usethea
request time.

xi) System Connecticut group

Maintains the parameters for restricting accesshto
system through network or serial (modem, terminals)
connections. The manager defines restrictions yngd

/ deleting objects (table entries). For each erhy
manager defines a service (ftp, rlogin, etc.),datigin of

the requester (address), an account or group amd th
denial or permission of that service. Wildcards are
supported for service, user and request origin.
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4. HIGH LEVEL
FUNCTIONS (MANAGER)

MANAGEMENT

The managers access the agents low level functions
through the SSEC MIB and implements two types of
system security functionsevent-driven (based on
asynchronous natification) andolling-based The
proposed framework relies mainly on event driven
functions, aiming to minimise management trafficdan
manager load caused by excessive polling.

4.1. Event-driven functions

4.1.1 Periodical system configuration scans

The manager configures periodical system scans
through scripts that the agents execute locallgwery
node. Such external scripts should scan the node fo
errors or intentional modifications in system
configuration that may introduce security weaknssse
The agent controls the execution of the scriptsllgc

but it is the manager’s responsibility to proceks t
results, triggered by the asynchronous notificaiorhe
scripts must be created, tested and distributethéo
nodes (not through the SSEC MIB) by the operatod, a
should not be accessible to the users.

4.1.2 Execution of specialized scripts

The manager may configure the periodical execution
scripts for specialised security monitoring funaotid-or
example, scripts may installed for discovering peasd
cracker programs running, programs running withesup
user privilegesetc. The scripts produce output when the
manager should be notified and a trap is generated.

4.1.3 Monitoring and access restriction on a per
node/service basis

The manager sets monitoring procedures on system
access (user logins, network connections on UDRR TC
ports) and receives natification when connectiorss a
initiated. Optionally, the agent may perform loggisind
execution of scripts on a new connection. Furtheemno
restrictions may be defined for users, user groops
hosts on selected or all services (ports). For @kam
sensitive services are restricted to trusted hast§or
users.

4.1.4Notification and filtering of system messages

By setting a monitoring procedure on system message
the manager is notified on new messages. Filteaimd)
classification may be performed locally at the ndge
linking the procedure to an external script thasslfies
messages, adds a priority indication and notifies t
manager or discards the message depending oaés cl
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4.2 Polling-based functions
4.2.1 Poll on demand the status of the system using
SNMP

The manager may poll at any time the running
processes, logged users and/or active network
connections to the node. Gather usage statistics fo
system performance & planning (redistribution of
applications, users, etc.).
4.2.2 Poll the agent logs

The agent can be configured to store non-critical
monitoring data in local logs and not generate
notifications to the manager on every event. The
manager is relieved from handling a flood of short
messages for non-critical information. Instead, log
contents are bulk-transferred when the manageots n
heavily loaded.

4.2.3 Security Issues In Management

It is obvious that a security management framework
should not jeopardise the system security that doms
safeguard. It would not be acceptable to use aftwol
monitoring and enforcing security and at the saime t
introduce additional security weaknesses. Two gaimt
the proposed framework may offer opportunities to
intruders for breaking-in:

4.3 Management information transfer between the
agent and the manager

A potential intruder may interfere with this traesfin
order to initiate various attacks like masqueraum)-
authorised access and modification of security
information, etc. [ 4]. In the SSEC MIB design vety
solely on the SNMPv2 protocol security featuresf{a]
protecting this information transfer.  Access
authentication and PDU encryption are used for
protecting the system from security threats exigit
the SSEC MIB management services.

4.3.1 Execution of external scripts

The ability of the SSEC MIB agent to execute exdér
scripts is extremelgensitive. An attacker may replace
the specified scripts with a break-in program, ajdm
horse or other cracking processes, etc., without
interfering with the management protocol. The SNRIPv
security mechanisms protect the scanning parameter
setting procedure from external interference, laut oot
safeguard the actual script. We are investigatimg t
possibility of adding avalidation process ate agent
before executing an external script.

5 CONCLUSION

We have defined a SNMP-based management
framework for system security, focused on monitgyrin
system scanning and access control. We have designe
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MIB (the SSEC MIB2) and expanded the conventional
agent design in order to encapsulate desired
functionality. Hard-core UNIX system administrators
might argue (ours have already done so) that system
administration and especially security issues, khbe
performed through shell scripts, utilities, etc.damot
through some “fancy management protocol”.
Furthermore, the SNMP people will add that SNMP is
not an all-purpose management protocol but it was
designed exclusively for network management. Both a
probably right, at least to an extent. Howeveis ibur
belief that as architectures and operating systentsto
become more complex and get networked, the neeal for
standard, architecture-independent
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